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Presenter
Presentation Notes
Per Tardum / Head of Information Security and Service TransitionHeading up a team of 6Our key responsibilities include:GovernanceCompliancePolicies, processes and guidelinesInformation security awarenessTransition of services from project to operations No operational / technical responsibilities



Presenter
Presentation Notes
Life is not easy…for people with an intimate health care need.



We have been committed to making life easier 
since 1957

Page 3

A Coloplast sales representative showcasing our products at an ostomy conference in 1958.

Presenter
Presentation Notes
The Coloplast story begins back in 1954 / 66 years ago.Elise Sørensen is a nurse. Her sister Thora has just had an ostomy operation and is afraid to go out in public, fearing that her stoma might leak. Listening to her sister’s problems, Elise conceives the idea of the world’s first adhesive ostomy bag. Based on Elise’s idea, Aage Louis-Hansen, a civil engineer and plastics manufacturer, and his wife Johanne Louis-Hansen, a trained nurse, created the ostomy bag. An ostomy bag that helps Thora – and thousands of people like her – to live the life they want to live. A simple solution that makes a difference. Now, our business also includes Continence Care, Wound & Skin Care and Interventional Urology.  



Today, we are a truly global company
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12,234
employees

8 production 
facilities in:  

Represented in 

41 countries

USA (2)
Costa Rica (1)
France (1)
Denmark (1)
Hungary (2)
China (1)

Products 
sold in

139countries

Presenter
Presentation Notes
Number of employees : Very precise, I always suspect someone has built in a counter on this slide….Revenue just short of 18 billion DKK.



Our latest innovations reflect our understanding 
of users’ medical and psychological needs
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SenSura® Mio

Ostomy Care Continence Care

SpeediCath® Flex ****

Brava®Protective Seal ***

Conveen®ActiveSpeediCath® Compact Eve®SenSura® Mio 
Concave*

SenSura® Mio 
Convex

*  In the US this product is called SenSura® Mio Convex Flip 
** In the US and Canada this product is called Brava Elastic Barrier Strip
*** In Canada this product is called Brava Protective Ring
**** In the US, a similar product marketed is called SpeediCath® Flex CoudéPro. For US product information, please go to www.coloplast.us/ccisi

Brava® Elastic Tape**

SenSura® Mio 
Baby

SenSura® Mio 
Kids

Presenter
Presentation Notes
Our latest Ostomy Care and Continence Care innovationsOstomy care: A portfolio of appliances designed to reduce leakage and maintain healthy skinContinence care: Solutions for bladder and bowel management



Biatain® Silicone Comfeel® Plus Transparent

Our latest innovations reflect our understanding 
of users’ medical and psychological needs
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Wound & Skin Care

InterDry®

Interventional Urology

Titan® Touch Infla table 
Penile Prosthesis

Isiris® Stent Removal System

Altis® Single Incision 
Sling System

Presenter
Presentation Notes
Our latest WSC and Interventional Urology innovationsWound & Skin Care: Advanced solutions that are designed to improve skin care and help wounds healInterventional urology: Life-changing devices for urological and gynecological treatmentsIt is about making life easier for people with intimate healthcare needs. (you will meet their faces this presentation)  To the topic of today…..



Presenter
Presentation Notes
To me, information security awareness is a vital element in protecting our information assets. A strong information security awareness program is properly the best investment you can make into cyber security. Technologies can take you only so far. In the end of the day, it is about people and their understanding of risk and exposure.  If anyone have had a look at Verizon DBIR 2020.  One of the top recommendations, for 12 out of 16 industry verticals discussed in the report is - “implement information security awareness and training program” – CITA is short for Coloplast IT Awareness and it is our primary information security awareness program. The program deploys our primary IT policy (which is by default our information security policy).Terminology, random use of information security or Cyber security. With us it is one and the same. 



Challenges 

• Who owns the policy? 

• Who does it apply to?

• How would they know?

• How do we know they know?

• How do we know they understand?

Presenter
Presentation Notes
We build CITA some 4 year back. We were pursuing an ISO 27001 certification. (which is the international standard for an information security management system)We came from what we felt was a fairly good position.  We had our IT / information security policy published on our well-established intranet portal. We made sure that everyone could access it.We did not have a clear ownership. We did not proactively tell about it.We did not ensure consistency between this and other policiesWe had no way of knowing whether the statements within made any senseThe requirements in the standard are fairly straight forward and we realized we had work to do….Challenges:  Establish ownership, Define the scope, Deploy it , check the level of understanding.  



Challenges 

• Ownership
• Go high as you can get in the organisation. 

• Scope
• All information assets. All who can access.

• Roll it out
• E-learning program, assigned, monitored.

• Check 
• Build in quiz and define our KPIs

Presenter
Presentation Notes
Ownership / Management support. The ultimate prerequisite. - We ensured that the policy got anchored at executive management level and signed by an EVP. You  really need a strong mandate and visible management support. Scope- Our policy applies to All information assets and All who can access them. Everything and everybody.  Really, it became quite difficult to establish why the policy should not apply to someone.   Deploy This is about the platform. Today only an e-learning tool can do the job (depending on size of organization of course). We choose our existing e-learning platform which integrates to the HR system, for easy assignment of training and  reportingUnderstanding. We build the program with interactive tests as you go along. Effectively, you don’t proceed before you get it right. And we decided to do it ourselves. There are many out there who can offer support, but we know our organization and the culture.



CITA 1.0 – Guiding principles  

• Better done then perfect
• The policy we already had in place. 
• Minor tweaks and spell check (!)

• Leave no one behind
• 11 language versions .

• Get support
• Ambassadors.
• HR

• Understanding
• Five quiz slides. Must complete. 
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Presenter
Presentation Notes
We reviewed the material we had and decided to go with what we had. The policy was already out there, major changes would be time consuming, and not really value adding at the time. There was nothing wrong with the policy as such. We did include some statements to ensure understanding that information is not just digital formats. You can disclose information in several other ways (on paper, through observation, by listing…) And we did away with some of the very techy phrases.  A global policy must be understandable through out the organization. We have UK English as corporate language, rough guess 60% of employees need local language to get the message.  So we decided to deploy CITA program  in 11 languages.  HQ does not always reach into every corner of the organization.  To get local buy-in and boost our resources we identified ambassadors at every location. Some are IT staff, others are in business support or HR.  The support the entire program, review translations, do local CITA events, drive completion.We made it interactive. Adding a few simple quiz questions, to make the point. 



CITA 1.0 – Guiding principles  

• Making sure they read it
• Have the policy at hand.

• KPIs
• When is it deployed. 
• Keep it going.
• Does it work?

• Off line version
• Consultants and supplier.

• The handshake
• I have read and understood.
• I will….
• I know sanctions may apply.

• Add visibility
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Presenter
Presentation Notes
We build the program without all the rules and statements, on purpose, to motivate employees to read the policy rather than just going through the e-learning. We set a realistic KPI for roll-out. Don’t aim for 100% but be ambitious. 95% completion for WCs. Less for externals and BC.  One for initial roll-out, another for on-going completion (turn-over, change of position) Not everyone can access our e-learning platform. But they still can access information. So we build an off-line concept for Blue Collars without an IT user account. Follow-up is slightly more difficult, but doable. The handshake, verification and commitment. Employees sign that they have read and understood the policy, they confirm they will be working according to the policy and they accept that sanctions may apply.   Make sure it becomes visible, more than just a headline. 



Visibility
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Presenter
Presentation Notes
To make it visible, we created a logo.  For the intranet, for PowerPoint templates, notice boards, roll-ups. Our default mouse pad is with the CITA logo. And CITA is displayed globally.. Maybe we got too fancy. Between us …....the  CEO “stole” the first design for his own blog posts. Or maybe he just got the same bright idea at the same time…..And visibility is also a senior executive announcing the program. Our EPV/CFO announces the program and communicate directly to people managers about the importance. 



CITA 2.0 – the upgrade -

• Same concept / modernised content

• Re-written policy
• No DOs and DON’Ts.
• Good habits and wanted behaviour.  

• Risks
• Explained in day to day terminology.

• Simplified policy document.
• Guidelines document to relate the statements to real life.

Presenter
Presentation Notes
The platform remained sound and fit for purpose. But the policy had become a little long in the tooth. Now, instead of talking to what is and what is not forbidden we discuss the intention. We highlight risks and relate these to day to day activitiesThe policy text is significantly reduced. From 9 pages of policy where you really risk loosing the audience  to 4 (the privacy notice is 1)So we have built a guideline document to accompany the policy. It is 7 pages of detailed explanations. 



Pitfalls – whish I had known sooner -

• Management support, ongoing attention required.  
• Ask for feed back. You may know what it means, but this will not help a lot if 

nobody else gets it. Have some “real” people review your work and remember to 
limit the technology stuff. 

• Accept regardless of how thorough you are that 12.000 people doing proof 
reading will find something you have overlooked. Believe me.

• Don’t be afraid of small adjustments. As long as you don’t change the overall 
message. 

• Be aligned. In any organization there are numerous policies and guidelines. You 
want to ensure consistent wording and statements.

Presenter
Presentation Notes
Pitfall. Getting management support, is not a one-time job. You will need to keep your combat boots close. Senior management is a busy bunch, and you need to be top of the mind at certain times. . Pitfall. Experienced doubt whether “shall” means a must / or if “should “ is kind of a suggestion or rather than a direction? We work across many countries and cultures. Many don’t have English as their first, not even second language. Pitfall. Accept you will never get it 100% correct. Be ready to correct and adjust. If it doesn’t change the overall message, it is no harm.Pitfall. We have many policies, such as Privacy or Business Ethics. It is very valuable to ensure that phrases and statements are aligned. You can spend an awful lot of time if not.   
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